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1. INTRODUCTION 
 
This procedure outlines the agreed processes for the management of bedroom doors on 

inpatient wards with the full door alarms installed by SafeHinge Primera.  This includes the 

testing of the door alarm, safe operation of the anti-barricade system and the general 

operation/access by staff and patients.      

 

2. SCOPE 
 
All staff working on inpatient wards with the full door alarms need to be aware of their 
operation, testing and any maintenance requirements. This will include the issuing of 
wristbands/cards/fobs to patients for their individual bedroom.  
 
 

3. DUTIES AND RESPONSIBILITIES 
 
Matron: 

To ensure that all wards follow these procedures and escalate any issues as appropriate via 

the appropriate Division or Estates Department as required.  Any issues relating to the 

operation of this system to be raised in the appropriate meeting forums (Reducing Restrictive 

Interventions and Clinical Environmental Risk Group). 

Team Leader/Clinical Lead: 

To ensure all staff working on the wards are fully aware of this procedure and staff on duty 
have had agreed training in the operation of the anti-barricade system and emergency door 
access process.  To ensure that the ward induction process for staff covers the above as well 
as the use of key fobs.  That staff are aware how to issue wristbands/cards/fobs to patients 
for their individual bedroom.  
 

Ward based Staff 

To follow procedures and escalate any concerns/issues to the Team Leader/Clinical 
Lead/Matron.  To complete a Datix as necessary.  To complete appropriate training as 
required.  To ensure that all new staff coming onto the ward are inducted in the safe use of 
the key fobs and anti-barricade system and emergency door access process.  That this is 
recorded on the induction form.  That they demonstrate and provide patients with 
wristbands/cards/fobs for their individual bedroom.  
 

4. PROCEDURES 
 
4.1 Patient Access to bedrooms 

All patients will be allocated and inducted as to how to use the wrist band/card/fob at point of 

admission.  This will be recorded on the Patient Bedroom Access Agreement, Appendix 6.  

Risk assessment and access to bedroom door wrist band/card/fob will be recorded on the 

patient’s safety plan where there has been a decision not to issue a patient with any of these 
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devices based on risk.  This will be reviewed by the MDT and access granted as the risk 

reduces and is clinically indicated.    

Bedroom Door Access Operation  

The device issued to patients will only open the bedroom door that it is programmed for.  

Place the device onto the activation panel and hold in place until the green light shows; you 

can then open the door.  If the Blue light flashes, remove the device and wait for it to clear 

before retrying to open the door.  The door will lock automatically when entering and leaving 

the bedroom. 

Leave 

Under no circumstances are these devices to leave the inpatient areas.  Patients must hand 

these in prior to going on any form of leave.  It is the responsibility of the member of staff 

letting the patient out of the building to check that the patient is not leaving the premises with 

bedroom door access device.   This will be supported by a locally agreed monitoring process 

covering where devices will be stored when not in use. 

4.2 Loss of bedroom access device 

Loss by a patient 

Loss of a device does not constitute a major security risk.  It should, however, be noted in the 

shift log and reported to the Nurse in Charge of the shift.    

If a device is lost a thorough search of the area should be under taken by staff and where 

appropriate supported by the patient.    

If a device cannot be found following a search of the ward it must be immediately taken off 

the system.  A new device will then be issued to the patient by staff.  Refer to Appendix 3 for 

details of how to do this. 

Loss of fob by a staff member 

As staff bedroom fobs will activate and open all bedroom doors any loss of a fob should be 

immediately reported to the Nurse in Charge and the fob immediately de-activated.  A Datix 

must also be completed should a staff key fob be lost. 

4.3 Emergency access to bedrooms 

In an emergency should the door lock fail or emergency access is required to a bedroom; 

staff should follow the guidance in Appendix 2 and Appendix 6 to gain safe access to the 

bedroom. 

4.4 System Safety Checks    

To ensure that the systems are working correctly and safely regular checks of the system 

and equipment must be made by each ward on a weekly basis.  This will involve the 

following checks: 

• Check on the designated computer for the battery levels for each bedroom door.  

Those flagging as needing to be changed should be done so immediately by staff. 
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• Check to ensure that all staff key sets have both a bedroom fob and an anti-barricade 

key on them.  If any are found to be without either of these it is to be reported to the 

nurse in charge and replacement fobs/keys fitted.  Where no replacements are 

available this must be escalated to the Team leader/Clinical Lead to order 

replacements and the key set taken temporarily out of use until the missing item is 

replaced. 

• Check all patients have a bedroom door access device that have been risked 

assessed as appropriate to do so. 

• Check that patients off the ward or where rooms are empty have left or have 

allocated a bedroom door access device. 

• Check that devices are stored in the agreed place when not in use. 

• Check weekly to ensure the full door alarm is operational as per Appendix 1a. 

• Check monthly to ensure that the full door alarm is fully linked into the staff alarm 

system as per Appendix 1b. 

• All the above checks must be recorded on the agreed form, Appendix 7.  Apart from 

the weekly and monthly door alarm checks that will be recorded on the dashboard. 

Guides to the programming and de-activating of wrist bands/fobs are in the appendices to 

this procedure, Appendix 3, as well as on the wards in the folder, which will be located next 

to the designated computer. 

4.5 Withdrawal of bedroom door access devices 

Devices may be withdrawn under the following circumstances: 

• If presentation and risk assessment suggest that safety is compromised 

• If the patient does not follow the guidelines set out in the Patient Bedroom Access 

Agreement. 

• At the discretion of the MDT involved in the patient’s treatment, for an agreed 

rationale and period of time. 

4.6 General guidance 

General guidance around the door locking system can be found in Appendix 8.  This 

highlights general usage of the electronic access control, specifically for these doors the 

electronic lockset with integrated override.  There is also useful guidance around 

troubleshooting and issue reporting in Appendix 7.   
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Appendix 1a – Door Alarm Weekly Test (No Audible Alarm) 
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Appendix 1b – Door Alarm Weekly Test (Audible Alarm) 
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Appendix 1c – Door Alarm Test (Secondary Leaf) 
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Appendix 2 – Safehinge Primera 
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Credential and Person  

Management within Integra Access Control 
software  

SOP031, Revision 2 

 

 

 

 

 

 

 

 

 

 

 

Appendix 3 - Credential and Person Management within Integra Access Control software 
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Contents: 

Chapter 1 – Managing permanent credentials and people. 

- Managing credentials (Pages 3 to 5) 

- Managing people (Pages 6 to 8) 

Chapter 2 – Managing Patient Credentials or Temporary credentials. 

- Managing temporary credentials and people (Pages 9 to 12) 

- Removing temporary credentials and people (Pages 13 to 15) 
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To monitor, add, block or 
remove people or 
credentials, click on “Access 
Management” within the 
main menu, located at the 
bottom left corner of the 
Integra software. 

 
 
 
 
 
We then have four options in 
the sub menu, displayed as 
icons. The “Access Rights” 
and “Access Profiles” will 
already have been setup for 
you, typically “All doors” for 
staff and a separate profile 
for each bedroom including 
communal doors. 
Click on “Access Cards” to 
view all current created 
credentials.



Chapter 1 – Managing permanent 

credentials 
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It is good practice to add a 
recognizable name to the credential, 
this lets you use the search function to 
find it at a later date, in this case 
showing all credentials for badge label 
starting with “Kev” 

By double clicking on any individual 
record, you open a sub menu. Any 
credential can be blocked or marked as 
lost from this menu. The changes are 
instantly applied. 
We can also generate new credentials 
from the “Access Cards” menu by  



Chapter 1 – Managing permanent people 
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We can also generate new credentials from the 
“Access Cards “using the function wheel, if it is 
minimized, just click on the nine dots in the small circle. 
Click on “Create” to make a new credential. 

When the sub menu appears, place the credential 
on the card reader then 
click “Generate from card.” 
The card serial number will 
populate automatically. It is 
good practice to change the 
Badge Label to something 
memorable, like the 
person’s name or the room number. This makes 

later card management much easier. “Medium type” should be changed to suit 
(card, wristband etc), then click save. The credential is now in the system. 



Chapter 1 – Managing permanent people 
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Still within the “Access 
Management” menu item, 
we can now click on the 
“Persons Management” 
icon. 

Click “create” on the function 
wheel to launch the window 
to start creating a new 
person



Chapter 1 – Managing permanent people 
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In the create new persons menu: 

1) Use the “Person Type” drop down menu to select “Employee” (for staff). 

2) Use the “Gender” drop down menu to select  

“Male” or “Female” 

3) Please complete the first name and last name fields. Email is optional but good practice for 

staff as this email can be utilised later for system alerts. 

4) “Address” text field can be used 

for any notes or comments 

regarding to this person. 

On the same menu, now select the 
“Access Assignments” tab. Ensure 
that the tab “Existing Access 
Assignments” is selected, the screen 
should look as per the image. 
 
Click on the dropdown arrow titled 
“Selected Access Card” and tick the 
credential that has to be used for this 
person. 
( 
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Chapter 1 – Managing permanent people 
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 It is recommended best practice to manage 
Patients and temporary people and 
credentials (contractors, visitors etc.) in the 
following manner. Credentials will expire 
automatically should they be taken offsite. 
Select “Key Center” from the main menu. 
 
 
 
 
 
 
 
 
 
 
 
Click on the “Express check-in” icon 
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Click on the dropdown arrow titled “Selected 
Doors” then tick each door that the person has 
to be granted access.  For Patients please 
select their bedroom and any other doors you 
wish to provide them access to. 

Click on the dropdown arrow titled “Gender” 
and select either Male or Female. 
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Chapter 2 – Managing temporary credentials and people 
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Chapter 2 – managing temporary credentials and people 
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Chapter 2 – Managing temporary credentials and people 
 
 

 
 
Enter first and last 
names into the 
corresponding fields.  
For Patients we have 
found it good practice to 
use Ward Name as First 
Name and Bedroom plus 
number for the second 
name.  Birthday and 
email details are 
optional.  
 
 
 
 
 
 
 
 
On the “Expire Date/Time” 
calendar, select the date 
and time that the credential 
should expire. (Note – we 
recommend this is kept as 
short as possible for 
temporary people to keep 
the facility as secure as 
possible, credentials will 
automatically expire when 
this date and time has 
passed). For Patients 
please provide an adequate 
timescale for their potential 
stay.   
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Chapter 2 – Removing temporary credentials and people 
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Chapter 2 – Removing temporary credentials and people 

 

 

 



  

 
Humber Teaching NHS Foundation Trust 
Full Door Alarm for Inpatient Wards (SOP23-032) 
Version 1.0, August 2023 Page 25 of 62 

 

 

  



  

 
Humber Teaching NHS Foundation Trust 
Full Door Alarm for Inpatient Wards (SOP23-032) 
Version 1.0, August 2023 Page 26 of 62 

 

FULL-DOOR LIGATURE ALARM 
OPERATION AND MAINTENANCE MANUAL 
 

 

 
 
 
 

 

Appendix 4 - Full-Door Ligature Alarm Operation Manual 
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OMT014, Revision 1 – Door Alarm Troubleshooting and Issue Reporting 

 
 

Quick Check Guide – Door Alarm 
If an issue occurs with the door alarm or dashboard perform these troubleshooting steps to see 
if the issue can be resolved. 
 
STEP 1: Perform the door alarm ‘weekly test’ to check the door alarm is alarming 
correctly. The procedure for this has been included in the appendix of this document. 
 
STEP 2: Check the Door Alarm Dashboard to see if the test has been recorded. This 
may take five minutes to update. 
 
STEP 3: If the fault persists then perform the calibration procedure by removing the 
door alarm cover plate as shown below and pressing the calibrate button. Close and 
then fully open the door, then allow the door to close fully. Wait 5 seconds until the 
alarm ‘Beeps’. Reinstall the cover plate. 
 

 
 
 
STEP 4: Perform the door alarm ‘weekly test’ (repeat step 1 above) to check the door 
alarm is alarming correctly. Wait five minutes and check the dashboard to ensure this 
has been recorded. 
 
STEP 5: If the fault persists complete the doorset issue report on the following pages 
and submit to Safehinge Primera through Support@safehingeprimera.com 

 
 
 

Form Submission 
Email form to : support@safehingeprimera.com 

 

Appendix 5 - OMT014, Revision 1 – Door Alarm Troubleshooting and Issue Reporting 
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 Doorset Issue Report  

If an issue occurs with a bedroom, shower or toilet door, please select the relevant 

product or circle where the fault is on the door, complete ‘Additional Information’ and then submit the form.  

  

Ward Name    Reported by    

    

Door Name/Number    Date Reported    

  

 

Additional Information Please describe the 

issue:  

  

  

When was the issue first detected?    

Date    Time     

Was anyone using the product when the issue occurred? (Y / N)    

Staff Member    Service User    N/A    

If the door has received abuse from a Service User    

Abuse Type    When     

What steps, if any, have been taken to try and rectify the issue?    
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Appendix 6 - Patient Wrist Band/card/fob Agreement Record 
 

Patient Wrist Band/card/fob Agreement Record 

 

Patient Name: __________________   Unit/ward:______________________      

 

I confirm that a staff member has talked with me about being given a wrist band/card/fob for my bedroom whilst 

on the unit. 

I would / would not like to have a wrist band/card/fob for my bedroom 

If I’m given a wrist band/card/fob, I agree that I will: 

• Look after it safely and report its loss immediately  

 

• Only use this for my bedroom, and not attempt to use it for any other rooms  

 

• Not to give it to other patients or visitors  

 

• I will hand it in each time I leave the unit  

 

• I understand that the wrist band/card/fob remains the property of the Trust and that I may have to give it 

back if I don’t keep to this agreement 

 

• I have read and understood the above and agree to abide by these guidelines. 

My Signature or mark:______________________________________            

 

Staff signature: _____________________  Print name:______________________ 

 

Designation: ______________________  Date: __________________________ 

 

Copy of this agreement given to the patient?    Yes   No   (delete as applicable) 

  



  

 
Humber Teaching NHS Foundation Trust 
Full Door Alarm for Inpatient Wards (SOP23-032) 
Version 1.0, August 2023 Page 40 of 62 

 
 

 
Appendix 7 - Bedroom Door Weekly Monitoring Form 
 
 

Bedroom Door Weekly Monitoring Form 
 

• All bedroom door battery levels within range?  
 

• If no replace the battery and record which room 
number the battery has been changed in and 
who changed it. 

 
 

Yes ☐ No ☐ 

• All staff keys have both a bedroom door fob and 
the anti- barricade key on them?  

 

• If no record the key set number and replace the 
missing key or fob.  Complete a Datix to record 
as a security issue. 

 
 

Yes ☐ No ☐ 

• Magnetic testing tool is in the agreed storage 
location?   

 

• If no document action taken. 
 

 

• Swiftstop reset tool is in the agreed storage 
location? 

 
 

• If no document action taken. 
 

Yes☐ 

 
 
 
 
 

Yes☐ 

 

No☐ 

 
 
 
 
 

No☐ 

 

 

• All patients have a wrist band?   
 
 

• If no and this is not based on a risk assessment 
further investigation and issuing of a 
replacement wrist band should take place. 

 
 

 

Yes☐ 

 

No☐ 

Name of Person Completing the Audit: 
Signature of Person Completing the Audit: 
Date:  

 
 
 
 



  

 
Humber Teaching NHS Foundation Trust 
Full Door Alarm for Inpatient Wards (SOP23-032) 
Version 1.0, August 2023 Page 41 of 62 

 

 
 
 
 

Appendix 8 – Electronic Access Control Hardware Operation Manual  
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